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1. Title 34. Crime Control and Law Enforcement (Refs & Annos) % 30101 %,

United States Code Annotated
Title 34. Crime Control and Law Enforcement (Refs & Annos)

Subtitle ITI. Prevention of Particular Crimes

% Chapter 301. Computer Crimes and Intellectual Property Crimes

Effective: September 1, 2017

34 U.5.C.A. § 30101
Formerly cited as 42 USCA§ 3713

20101. State grant program for training and prosecution of computer crimes
3 B Prog g P P

Currentness

To be eligible to receive a grant under this section, a State shall provide assurances to

the Attorney General that the State--



(1) has in effect laws that penalize computer crime, such as criminal laws
prohibiting--

(A) fraudulent schemes executed by means of a computer system or network;

(B) the unlawful damaging, destroying, altering, deleting, removing of computer
software, or data contained in a computer, computer system, computer program, or
computer network; or
(C) the unlawful interference with the operation of or denial of access to a computer,
computer program, computer system, or computer network;

BRI O T A SR IRIE AT IR E R, —E R AR R SR ARE, B -
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2. Computer Fraud and Abuse Act
Criminal offenses under the Act:
(a) Whoever—
(1) having knowingly accessed a computer without authorization or exceeding
authorized access, and by means of such conduct having obtained information that has
been determined by the United States Government pursuant to an Executive order or

statute to require protection against unauthorized disclosure for reasons of national



defense or foreign relations, or any restricted data, as defined in paragraph y. of
section 11 of the Atomic Energy Act of 1954, with reason to believe that such
information so obtained could be used to the injury of the United States, or to the
advantage of any foreign nation willfully communicates, delivers, transmits, or causes
to be communicated, delivered, or transmitted, or attempts to communicate, deliver,
transmit or cause to be communicated, delivered, or transmitted the same to any
person not entitled to receive it, or willfully retains the same and fails to deliver it to
the officer or employee of the United States entitled to receive it;

(2) intentionally accesses a computer without authorization or exceeds authorized
access, and thereby obtains—

(A) information contained in a financial record of a financial institution, or of a card
issuer as defined in section 1602 (n) [1] of title 15, or contained in a file of a
consumer reporting agency on a consumer, as such terms are defined in the Fair
Credit Reporting Act (15 U.S.C. 1681 et seq.);

(B) information from any department or agency of the United States; or

(C) information from any protected computer;

(3) intentionally, without authorization to access any nonpublic computer of a
department or agency of the United States, accesses such a computer of that
department or agency that is exclusively for the use of the Government of the United
States or, in the case of a computer not exclusively for such use, is used by or for the
Government of the United States and such conduct affects that use by or for the

Government of the United States;



(4) knowingly and with intent to defraud, accesses a protected computer without
authorization, or exceeds authorized access, and by means of such conduct furthers
the intended fraud and obtains anything of value, unless the object of the fraud and
the thing obtained consists only of the use of the computer and the value of such use
is not more than $5,000 in any 1-year period,

(5)

(A) knowingly causes the transmission of a program, information, code, or command,
and as a result of such conduct, intentionally causes damage without authorization, to
a protected computer;

(B) intentionally accesses a protected computer without authorization, and as a result
of such conduct, recklessly causes damage; or

(C) intentionally accesses a protected computer without authorization, and as a result
of such conduct, causes damage and loss.

(6) knowingly and with intent to defraud traffics (as defined in section 1029) in any
password or similar information through which a computer may be accessed without
authorization, if—

(A) such trafficking affects interstate or foreign commerce; or

(B) such computer is used by or for the Government of the United States;
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West's Annotated California Codes
Penal Code (Refs & Annos)
Part 1. Of Crimes and Punishments (Refs & Annos)
"2 Title 13. Of Crimes 2 st Property (Refs & Annos)

-

Chapter 5. Larceny [Theft] (Refs & Annos)

Effective: January 1, 2016
West's Ann.Cal.Penal Code § 502
§ 502. Unauthorized access to computers, computer systems and computer data

Currentness

. (a) It is the intent of the Legislature in enacting this section to expand the degree of
protection afforded to individuals, businesses, and governmental agencies from
tampering, interference, damage, and unauthorized access to lawfully created
computer data and computer systems. The Legislature finds and declares that the
proliferation of computer technology has resulted in a concomitant proliferation of
computer crime and other forms of unauthorized access to computers, computer
systems, and computer data.

The Legislature further finds and declares that protection of the integrity of all types
and forms of lawfully created computers, computer systems, and computer data is

vital to the protection of the privacy of individuals as well as to the well-being of



financial institutions, business concerns, governmental agencies, and others within
this state that lawfully utilize those computers, computer systems, and data.

(b) For the purposes of this section, the following terms have the following meanings:
(1) “Access” means to gain entry to, instruct, cause input to, cause output from, cause
data processing with, or communicate with, the logical, arithmetical, or memory
function resources of a computer, computer system, or computer network.

(2) “Computer network™ means any system that provides communications between
one or more computer systems and input/output devices, including, but not limited to,
display terminals, remote systems, mobile devices, and printers connected by
telecommunication facilities.

(3) “Computer program or software” means a set of instructions or statements, and
related data, that when executed in actual or modified form, cause a computer,
computer system, or computer network to perform specified functions.

(4) “Computer services” includes, but is not limited to, computer time, data
processing, or storage functions, Internet services, electronic mail services, electronic
message services, or other uses of a computer, computer system, or computer
network.

(5) “Computer system” means a device or collection of devices, including support
devices and excluding calculators that are not programmable and capable of being
used in conjunction with external files, one or more of which contain computer

programs, electronic instructions, input data, and output data, that performs functions,



including, but not limited to, logic, arithmetic, data storage and retrieval,
communication, and control.

(6) “Government computer system” means any computer system, or part thereof, that
is owned, operated, or used by any federal, state, or local governmental entity.

(7) “Public safety infrastructure computer system” means any computer system, or
part thereof, that is necessary for the health and safety of the public including
computer systems owned, operated, or used by drinking water and wastewater
treatment facilities, hospitals, emergency service providers, telecommunication
companies, and gas and electric utility companies.

(8) “Data” means a representation of information, knowledge, facts, concepts,
computer software, or computer programs or instructions. Data may be in any form,
in storage media, or as stored in the memory of the computer or in transit or presented
on a display device.

(9) “Supporting documentation” includes, but is not limited to, all information, in any
form, pertaining to the design, construction, classification, implementation, use, or
modification of a computer, computer system, computer network, computer program,
or computer software, which information is not generally available to the public and
is necessary for the operation of a computer, computer system, computer network,
computer program, or computer software.

(10) “Injury” means any alteration, deletion, damage, or destruction of a computer
system, computer network, computer program, or data caused by the access, or the

denial of access to legitimate users of a computer system, network, or program.



(11) “Victim expenditure” means any expenditure reasonably and necessarily incurred
by the owner or lessee to verify that a computer system, computer network, computer
program, or data was or was not altered, deleted, damaged, or destroyed by the access.
(12) “Computer contaminant” means any set of computer instructions that are
designed to modify, damage, destroy, record, or transmit information within a
computer, computer system, or computer network without the intent or permission of
the owner of the information. They include, but are not limited to, a group of
computer instructions commonly called viruses or worms, that are self-replicating or
self-propagating and are designed to contaminate other computer programs or
computer data, consume computer resources, modify, destroy, record, or transmit data,
or in some other fashion usurp the normal operation of the computer, computer
system, or computer network.
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> HH (Cases)

( 1) NovelPoster v. Javitch Canfield Group, et al. Case No.
13—cv—05186—WHO. Signed November 03, 2014
This case involves the soured relationship between the owners of the plaintiff

company, NovelPoster, and the defendant company engaged to operate it, Javitch



Canfield Group. Javitch Canfield Group's owners, Mark Javitch and Daniel Canfield,
are also defendants. NovelPoster asserts various causes of action under both federal
and state law based on the defendants' allegedly unlawful access of NovelPoster's
email and other electronic accounts during the start, breakdown, and wake of the
parties' relationship.
The defendants filed this limited Motion for Judgment on the Pleadings, arguing that
NovelPoster's allegations as pleaded in the Complaint fail to support the First through
Fourth Causes of Action for violations of the federal Computer Fraud and Abuse Act,
the federal Electronic Communications Privacy Act, California's Comprehensive
Computer Data Access and Fraud Act, and California's Invasion of Privacy Act. The
motion is GRANTED. NovelPoster fails to adequately plead loss to support its causes
of action under the Computer Fraud and Abuse Act and California's *940
Comprehensive Computer Data Access and Fraud Act and fails to plead that the
defendants “intercepted” any electronic communications under the Electronic
Communications Privacy Act and California's Invasion of Privacy Act.
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(1) Computers & Security Vol.20, No.8, pp.715-723, 2001

{Computer crimes theorizing)
A majority of computer crimes occur because a cur- rent employee of an organization
has subverted exist- ing controls. By considering two case studies, this paper analyzes
computer crimes resulting because of violations of safeguards by employees.The
paper sug- gests that various technical, procedural and normative controls should be
put in place to prevent illegal and malicious acts from taking place. Ultimately a good
balance between various kinds of controls would help in instituting a cost-effective

means to make both accidental and intentional misconduct difficult. This would also



ensure, wherever possible, individual accountability for all potentially sensitive

negative actions.
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(2) Computers Law & Security Review Vol 28,pp.201-208,2012

{Data attack of the cybercriminal: Investigating the digital currency of cybercrime)
First introduced the concept of the Cybercrime Execution Stack by examining in
detail the underlying data objectives of the cybercriminal. Both technical and
non-technical law enforcement investigators need the ability to contextualise and
structure the illicit activities of the cybercriminal, in order to communicate this
understanding amongst the wider law enforcement community. By identifying the
potential value of electronic data to the cybercriminal, and discussing this data in the
context of data collection, data supply and distribution, and data use, demonstrates the
relevance and advantages of utilising an objective data perspective when investigating
cybercrime.
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(1) {Cybercrime ) Grabosky, Peter N.,
As computer-related crime becomes more important globally, both scholarly and
journalistic accounts tend to focus on the ways in which the crime has been
committed and how it could have been prevented. Very little has been written about
what follows: the capture, possible extradition, prosecution, sentencing and
incarceration of the cyber criminal. Originally published in 2004, this book provides
an international study of the manner in which cyber criminals are dealt with by the
judicial process. It is a sequel to the groundbreaking Electronic Theft: Unlawful
Acquisition in Cyberspace by Grabosky, Smith and Dempsey (Cambridge University
Press, 2001). Some of the most prominent cases from around the world are presented
in an attempt to discern trends in the handling of cases, and common factors and

problems that emerge during the processes of prosecution, trial and sentencing.
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(2) {Principles of cybercrime) Clough, Jonathan.

"Digital technology has transformed the way in which we socialise and do business.
Proving the maxim that crime follows opportunity, virtually every advance has been
accompanied by a corresponding niche to be exploited for criminal purposes;
so-called ’cybercrimes’. Whether it be fraud, child pornography, stalking, criminal
copyright infringement or attacks on computers themselves, criminals will find ways
to exploit new technology. The challenge for all countries is to ensure their criminal
laws keep pace. The challenge is a global one, and much can be learned from the
experience of other jurisdictions. Focusing on Australia, Canada, the UK and the USA,
this book provides a comprehensive analysis of the legal principles that apply to the
prosecution of cybercrimes. This new edition has been fully revised to take into
account changes in online offending, as well as new case law and legislation in this
rapidly developing area of the law"--Provided by publisher.
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